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Program at a glance

Day 1 - 22 September 2010

Morning Threats
and Responses

Conference PhD National

Security
Workshop

Afternoon Cyber Security and
National Security
Workshop
Invitation only

Evening Conference dinner

Day 2 - 23 September 2010

Morning
Health in

Cyber Warfare National Disasters
and Nation Security Conference
States Science and
Conference Innovation
Afternoon Conference

Evening Day 2 registrants are able to attend any of the sessions
within the other conferences on that day.

Contact information

Trudy Southgate,
Event Coordinator

Executive Director

Chair Australian Security Research Centre

General Australian Security Research Centre

Enquiries Ph: 02 6161 5143 Fax 02 6161 5144
Mobile: 0401 888 184 Sponsorship &
admin@securityresearch.org.au Trade Exhibits
Athol Yates
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Keanne Stephenson

Conference Manager

Homeland Security Communications Group

Mobile: 0412 472 766
keanne.stephenson@homelandsecuritygroup.com.au

www.safeguardingaustraliasummit.org.au



Threats and Responses

Conference
22 September 2010 - Day 1

Prugram (For more information on the speakers, please visit the Conference website)

Threat developments

9:00 Welcome
Professor John Baird, Rector, UNSW@ADFA
9:05 Opening address
The Hon Robert McClelland, Attorney-General (TBC)
9:30 Counter-radicalisation
Shiraz Maher, Senior Fellow, Policy Exchange (UK)
10:15 Where is Al-Qaeda going?
Leah Farrall, former senior Counter Terrorism Intelligence Analyst, Australian Federal Police
10:45 Break
11:15 Counter-Insurgency Lessons from Sri Lanka
Sergei DeSilva-Ranasinghe, Analyst, South Asian and Indian Ocean Region Politics and Security
11:45 The National Risk Assessment
Dr Paul Barnes, Deputy Director, Information Security Institute, Queensland University of Technology
12:15 Break
Response developments
1:15 Law enforcement, emergency services and Border and aviation security stream
resilience stream Chair: Professor Nara Srinivasan, Centre of Aviation and Security
Chair: Athol Yates, Director, Australian Security Research | Studies, Edith Cowen University and Emirates Group Security
Centre
1:20 Developments in the Australian Crime Commission | Developments in border security
John Lawler APM, Chief Executive Officer, Australian Mike Pezzullo, Chief Operating Officer, Australian Customs and
Crime Commission Border Protection Service
1:50 Developments in serious and organisation crime Predictive analytics - a visa lead approach to strengthening
Andrew Colvin, Deputy Commissioner Operations, Australia’s borders
Australian Federal Police Gavin McCairns, First Assistant Secretary, Risk, Fraud and
Integrity Division, Department of Immigration & Citizenship
2:20 Developments in cyber crime Zero tolerance in Aviation Security, Experiences from Asia
Michael Sentonas, Vice President and APAC Chief Sidney Chau Foo-cheong, Executive Director, Aviation Security
Technology Officer, McAfee Company Limited (AVESCO)
2:50 Break
3:20 The future of emergency services Current challenges in Aviation Security and Border
Naomi Brown, Chief Executive Officer, Australasian Fire Management
and Emergency Service Authorities Council Professor Nara Srinivasan, Centre of Aviation and Security
3:50 Resilience: Co-regulatory public/private Studies, Edith Cowen University and Emirates Group Security
partnerships for service continuity
Michael Tafe, Defence and National Security Practice,
Booz & Company
4:20 National security research update National security research update
Short presentations by national security researchers Short presentations by national security researchers
5:00 Day 1 conclusion
6:30 Conference networking drinks
7:30 Conference dinner with dinner speaker

Keynote Speaker

Shiraz Maher, Senior Fellow, Policy Exchange and
author of Choosing our Friends Wisely: Criteria for
Engagement with Muslim Groups.

He was a former regional officer in northeast
England for Hizb ut-Tahrir, and focus of the BBC's
Panorama Investigative Program ‘How | became a
Muslim extremist.
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PhD National Security Workshop

22 September 2010 - Day 1

This workshop aims to continue previous endeavours by the RNSA to build a network of PhD researchers in
an effort to match PhD researchers with national security community representatives who may be interested in
their work.
Specifically for PhD researchers, this workshop aims to provide an opportunity to:
develop a network with other researchers working in a similar research space
learn of research needs from the practitioner community
present and discuss your research
learn about how to conceptualise your research in policy terms V4 ¥
learn about how to develop strategies to engage policy-makers RN s A
become informed of the range of employment opportunities open to you and
meet delegates representing the national security community who may be interested in the outcome of your Research Network
research project. Secure Australia

Australian Government

Department of the
Prime Minister and Cabinet

Pngram (For more information on the speakers, please visit the Conference website)

Welcome
Professor Priyan Mendis, Convenor, RNSA

Introduction and Overview
Workshop Convenor: Dragana Calic, University of Adelaide

PhD Research Presentations

Securing Transnational Oil in Southeast Asia
Allison Casey, University of Tasmania

Identification using an automated facial recognition system: towards an understanding of human operator
decision making
Rebecca Heyer, Carolyn Semmler, Brett McLindin, University of Adelaide

Leviathan Revisited: Nation-State against Transnational Terrorism: Searching the Third Pillar of Counter
Terrorism - Comparative Study of the Post 9/11 Counter Radicalization Strategies in Australia and the United
Kingdom

Chamila Liyanage, University of London

Break

To research how: “Offenders are Trafficking the Movement of, and Concealing the Possession of, Child
Pornographic Material
Allan Watt, Jill Slay, University South Australia

Leviathan Revisited: Nation-State against Transnational Terrorism: Searching the Third Pillar of Counter
Terrorism - Comparative Study of the Post 9/11 Counter Radicalization Strategies in Australia and the United
Kingdom

Rongliang Ma, Ronald Shimmon, Philip Maynard, Chris Lennard, Claude Roux, University of Technology, Sydney

Rapid qualitative and semi-quantitative analysis of novel drug analogues by Desorption Electrospray lonisation
Mass Spectrometry (DESI-MS)
Natasha Stojanovska, Shanlin Fu, Mark Tahtouh, Tamsin Kelly, Alison Beavis, University of Technology, Sydney

Break

Face recognition using photogrammetry: A literature survey
Alapan Chakraborty, Xiaojing Li, Linlin Ge, University of New South Wales

Bioterrorism: Recovery of Contaminated Evidence and the Implications to Both the Forensic Community and
National Security

Rebecca Hoile, Connie Banos, Simon J.Walsh, Claude. Roux, Forensic Science Services Branch, New South Wales Police
Force

Structure and interaction within aberrant networks: Towards a generic model of criminal and terrorist activities
Helen Gilroy, University of New South Wales

Facial recognition: the ability of humans and algorithms to detect impostors
Dragana Calic, Brett McLindin, Veneta MacLeod, University of Adelaide

Break

Guest speaker

Summary and Close - Workshop Convenor: Dragana Calic, University of Adelaide

www.safeguardingaustraliasummit.org.au




Cyber Warfare and Nation States
23 September 2010 - Day 2

Prugram (For more information on the speakers, please visit the Conference website)

9:00 Welcome
Program Chair: Athol Yates, Director, Australian Security Research Centre

9:05 Welcome and context
Conference Chair: lan Dudgeon, co-author of Australia and Cyber-Warfare (2008)

9:15 Trends in Cyber Warfare and the Challenges for Developing Military Capabilities
Dr Gary Waters, Principal author of Australia and Cyber-Warfare (2008)

9:50 Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and Use of Cyberattack Capabilities
Dr Herbert Lin, Chief Scientist, Computer Science and Telecommunications Board, National Research Council of the National
Academies and Co-editor of Technology, Policy, Law, and Ethics Regarding U.S. Acquisition and Use of Cyberattack
Capabilities (2009)

10:30 Break

11:00 China’s perspectives on computer network operations and their capability to use it as a tool of national power
Bryan Krekel, Manager, Cyber Threat Analysis and Intelligence Team, Northrop Grumman Information Systems Sector
and principal author of Capability of the People’s Republic of China to Conduct Cyber Warfare and Computer Network
Exploitation (2009)

12:00 The commonalities between cyberwarfare and biological warfare, and what this means for developing counter
cyberwarfare strategies
Brian Mazanec, Senior Defense Analyst, U.S. Government

12:30 Break

1:30 Session Theme: Building cyber warfare offensive Session Theme: Cyber warfare defence
capability Session Chair: lan Dudgeon, co-author of Australia and Cyber-
Session Chair: AVM (Retd) John Blackburn, Director, Warfare (2008)
Kokoda Foundation

1:35 The private sector’s roll in offensive cyber Australia’s approach to cyber security
capabilities: A view from a developer of cyber Mike Rothery, First Assistant Secretary, National Security
warfare tools Resilience Policy Division, Attorney-General's Department
Darrell Covell, Chief Technical Officer, Rsignia, Inc

2:05 An industry perspective on the development Measures to Deter Cyber-Warfare Operations?
of a cyber tactics centre in support of national Alexander Burns, Faculty of Business and Law, Victoria
intelligence missions University
Andy Hindmarch, Director - Business Development,
Intelligence, Raytheon Australia

2:35 Intelligence Support Requirements for Offensive Defending the home front - Emerging threats from use
Computer Network Operations: An Achilles Heel For | of the Internet by defence personnel and their social
a Usable Capability? networks
Jeff Malone, University of New South Wales (Australian Duncan Unwin, Management Consultant, Business Aspect
Defence Force Academy)

3:05 Break

3:35 Blowback problems in employing cyber weapons
Madeline Carr, Department of International Relations,
Australian National University

4:05 Countering Cyber Piracy and Cyber Vandalism: A New Perspective
James P. Farwell, Farwell Group, New Orleans

4:35 Future Issues for Australia
AVM (Retd) John Blackburn, Director, Kokoda Foundation

5:10 Chairman’s closing remarks
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Iinnovation

Conference
23 September 2010 - Day 2

Welcome
Professor Priyan Mendis, Convenor, RNSA

(For more information on the speakers, please visit the Conference website)

Opening address

The Hon. Brendon O’Conner, Minister for Home Affairs (TBC)

National Security Science and Innovation strategy

Dr Margot McCarthy, Deputy National Security Adviser, Department of the Prime Minister & Cabinet (TBC)

Break

Resilience Stream

Government Agency 1 - Security and technology needs
(TBC)

A Strategy for Strengthening Australia’s Disaster
Resilience

Ayesha Perry, Assistant Secretary, Emergency Management
Policy Branch, Attorney-General's Department

Government Agency 2 - Security and technology needs
(TBC)

Professor Paul Arbon, Associate Dean (Research) Chief
Commissioner, Flinders Univesity - St John’s Ambulance

Victoria Police Science & Technology Unit and the
need for a strategy

John Marinis, Senior Sergeant, Science & Technology Unit,
Victoria Police

Resilience and Transformation: Preparing for Climate
uncertainties and their consequences
Bob Douglas

Break

Multi-disciplinary stream

Resilience Stream continued

Rapid bomb damage assessment
Professor Priyan Mendis, Convenor, RNSA and Dr Tuon Ngo

Associate Professor Michele Grossman Faculty of Arts,
Education and Human Development, Victoria University,
Melbourne

Numerical Simulation Of High Performance of
Concrete Against Projectile Impact Loading

Dr Chengging Wu, School of Civil, Environmental and Mining
Engineering, The University of Adelaide

State of play in a community resilience research in
Australia and internationally

Dr Rebecca Wickes, School of Social Science & Research
Fellow (CEPS), Institute for Social Science Research

The University of Queensland

The Internet Commerce Security Laboratory: A
Model for Research Collaboration in Industry, Law
Enforcement and Academia

Dr Paul Watters, Director, Internet Commerce Security
Laboratory, University of Ballarat

Rita Parker, Principal Consultant, ISSR

Break

Individuality of feature point based biometric
templates

Professor Kathy Horadam, Mathematics, SMGS, RMIT City
Campus

Securing Australia’s critical information using the
27001 Framework

Dr Suresh Hungenahally, Manager Information Technology
Strategy and Architecture, Department of Innovation, Industry
and Regional Development, Victoria

Digital Forensic Investigations - Using a Relational
Methodology in the Race Against Time
Lynn Batten, Deakin University

Summary

Close of day 2

www.safeguardingaustraliasummit.org.au




Health in Disasters Conference
23 September 2010 - Day 2

Pngram (For more information on the speakers, please visit the Conference website)

Welcome
Greg Eustace, Principal Advisor - Emergency Management, Queensland Health

The Summer of 2009: “Visited By Hell And All Its Fury” - Ambulance Victoria’s Response to the Heatwave and
Bushfires
Paul Holman ASM, Operations Manager - Specialist Emergency Response Department, Ambulance Victoria

Threat and Resilience: Psychosocial Challenges for Individuals and Organisations

*  Psychological preparedness: individuals, systems and e Emotional challenges for leaders
organisations e Action strategies and their psychological significance
Trauma, loss, and disruptions: impacts and adaptations e Challenges, continuities and new futures
Fear, Dread, Anger, Despair and Hope

Professor Beverley Raphael, Professor of Population Mental Health and Disasters, Disaster Response and Resilience Research
Group, University of Western Sydney and Professor of Psychological Medicine, Australian National University

Break

A three level training framework for health professionals following the Black Saturday bushfires
David Forbes, PhD, Associate Professor/Deputy Director, Australian Centre for Post Traumatic Mental Health

Safeguarding Australians with Nationally Uniform Disaster Legislation
Dr Tony Nocera, Emergency Physician, Dubbo Base Hospital

Break

The Safe hospital theory
Karen Templeton, Manager, Emergency Preparedness and Continuity Management, The Prince Charles Hospital

Workshops

Challenges in responding to a terrorism event
Discussion exercise courtesy Harold Wolpert CEO Avalias

Break

Threat perception of the Australian public

Summary
Greg Eustace, Principal Advisor - Emergency Management, Queensland Health

Professor Beverley Raphael, Professor Population Mental Health and Disasters, University of Western
Sydney and Professor Psychological Medicine at the Australian National University and Emeritus
Professor in Psychiatry from the University of Queensland
She has been involved in the development of national mental health policy in Australia and is responsible for mental
health policy and program development in New South Wales (NSW). She has a long-term involvement and expertise
in research and management in the area of trauma, grief and disasters, and more recently response to terrorism and its
mental health correlates and consequences. She is an internationally recognised expert in mental health response and
disasters. This has included planning for the Sydney Olympics and response to the Bali Bombing. She has lead the
development of prevention and public health approaches to mental health and the implications of these for disasters
and terrorism and has responsibility for coordinating national mental health responses to these events in Australia. She is chair of the
National Working Party for Mental Health aspects for Terrorism and Disaster and is the current chair of the National Mental Health Disaster
Taskforce which co-ordinated the National Mental Health response to the South East Asia Tsunami disaster. She is a consultant to WHO
and other international groups.

Paul Holman ASM, Operations Manager - Specialist Emergency Response Department, Ambulance
Victoria
Paul Holman, has a broad and diverse operational background and management experience within the Ambulance
industry over 30 years. Operational experience as Paramedic in Mobile Intensive Care Ambulance, Air Ambulance,
Helicopter, Communications and Field Management. Paul is currently the Operations Manager Specialist Emergency
Response Department , Ambulance Victoria and is responsible for all Emergency Management and Planning
encompassing CBR response, major incident management, the AV emergency response plan and the development
and running of the AV Emergency Operations Centre. The department also is responsible for Mobile Intensive Care
services (MICA ) CBR, USAR and Emergency Management Training. Paul is a member of the Australian College of
Ambulance Professionals — Victoria and holds a Graduate Diploma in Administration (Health) and was Awarded the Ambulance Service
Medal (ASM) in 2007. Recently the department was awarded the Australian American Association (AAA) Curtin and Macarthur leadership
award for the management of the last summers incidents.

www.safeguardingaustraliasummit.org.au




Registration Form Fax: 02 6161 514944

9th Safequarding Australia 2010

22 & 23 September 2010, Rydges Lakeside, Canberra
Register online at www.safeguardingaustraliasummit.org.au

ABN: 37 098 930 119

Contact details
Title

Surname

Given Name

Preferred name on name badge

Job Title

Telephone (Business)

Fax (Business)

Telephone (Mob)

Email

Billing Email

Organisation

Postal Address

City State Postcode

Special Requirements
Dietary/Other:

Accommodation

Special Notice to Interstate Delegates

Due to the shortage of hotel accommodation for the duration of the conference as
it coincides with Floriade 2010 Festival, we are pleased to announce that we have
secured a limited number of rooms at a few close by hotels (including the Rydges
Lakeside where the conference will be held) at discounted rates.

Please note that we will be unable to assist your accommodation requirements once
our quota of rooms are booked at this special discount rate.

Accommodation is available at the hotel and can be arranged through OzAccom
by visiting our website www.safeguardingaustraliasummit.org.au/?getp=330 or
calling 1800 814 611.

For more accommodation options, please visit the website at
www.safeguardingaustraliasummit.org.au/?getp=330

Cancellation policy

If you cancel your registration before 22 August 2010, you will receive a refund of your
registration fee minus a $165 administration fee. If you cancel your registration after 22
August 2010, you will not be eligible for a refund, however a substitute delegate may
take your place.

Conditions of acceptance

The listed speakers, topics, times and exhibitors were correct at the time of printing
but due to unforeseen circumstances, the organisers reserve the right to delete or alter
items in the program.

Entry to the event
Entry to the event is at the discretion of the organisers, and only appropriate personnel
will be admitted to the events.

Tax Invoice
A formal tax invoice will be sent on registration stating the amount due or paid. EFT
details are on the invoice.
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Major Sponsor

AUSTRALIAN DEFENCE BUSINESS REVIEW

Official Publication

Day 1 - 22 September 2010
|:| Threats and Responses Conference
|:| PhD National Security Workshop
[ Additional dinner ticket

Day 2 - 23 September 2010
[] Cyber Warfare and Nation States Conference
[] National Security Science and Innovation Conference
|:| Health in Disasters Conference

[] Speakers

Day 2 registrations are able to attend any of the sessions within
the other conferences on that day.

Attending dinner (please tick for catering purposes)
All registrations are inclusive of dinner

[] Yes [1No

Registration Fees (all fees include the conference
dinner on 22 September 2010 and are inclusive of GST)

$1295 Day 1 & 2 combined discounted rate
$795 Threats and Responses Conference
$40 PhD National Security Workshop

$110  Additional dinner ticket

$675  Cyber Warfare and Nation States Conference

$645  National Security Science and Innovation Conference
$625 Health in Disasters Conference

$300 Day 2 Speakers

Payment details
My paymentis $

|:| EFT - Please send me a tax invoice and | will pay by EFT
I:l Cheque - Attach a cheque made payable to HSCG

|:| Credit card
(1 amex [ visa [] Mastercard [ Diners

Name

Card Number

Card Expiry Date /

Signature

Registration Enquiries

Trudy Southgate, Event Coordinator

Australian Security Research Centre

PO Box 295, Curtin ACT 2605

Ph: 0401 888 184, Fax: 02 6161 5144, Email: admin@securityresearch.org.au

Exhibition and Sponsorship Enquiries

Keanne Stephenson

Event Manager

Homeland Security Communications Group

Tel: 0412 472 766, Email: keanne.stephenson@homelandsecuritygroup.com.au
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